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The EU-FOSSA journey
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The pilot project

* Inventory of FOSS used at the EC

* Public survey Lessons learned @
b

* Methodology works and code reviews

useful (but...)

* What about fixing bugs?

* Improve cooperation with communities

« Formal code reviews

Free and Open Source Software Audi

B £y -FOSSR-



OSS criticality ranking
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Public survey

June 2016

3.282 participants

Top 3

KeePass 23.1%
Apache HTTP Server 18.7%
VLC Media Player 8.8%

Typo3 (0,5%)
Apache Commons...(0,5%)
Firefox (0,5%)

Other (11,3%)

KeePass (23,1%)
WinSCP (0,6%)

OpenSSH (0,7%)
Notepad++ (0,7

%)
Filezilla (0,9%) |

ElasticSearch (1,9%)

OpenSSL (29%)
VeraCrypt (2%)

Drupal (2,2%)
BouncyCastle (2,6%)

Apache HTTP Server
(18,7%)

Tomcat (2,6%)

Git client (4,1%)

7-zip (4,2%) Linux (or a component
thereof) (8,6%)
glibc: 3,0%
kernel: 1,7%

VLC Media Player (8,8%)

EU-m”
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For EU-FOSSA 2 we set out to...

Increase the scope

Launch 15 Bug Bounties
Organize 3 Hackathons
Fix already known bugs

Work in closer cooperation with developer
communities

Develop a communication strategy

£y -FOSSE-
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Bug bounties in full force

« VLC .
« MidPoint .
« PUuTTY .
« Filezilla .
* Notepad++ .
* Drupal .
« WSO2 .
« FLUXTL

Ery {

var platform = naw BugBounty():

var date - new Date(2019, “Jan®, 16%2);

£ mante Find bugs.

ParlLicipale.LoFindbugs( ) .sendToRLL{]; E U F

Frew and Open Seur 5.\'.m.|r)'|r.f

} catch (NobFoundException e
5td.out(“Keap trying", ex}:

Apache Kafka
PHP Symfony
KeePass

7-zip

glibc

Apache Tomcat
DSS

¥

Main results:

{x{ 474 bugs reported

qx{ 131 bugs accepted

Ax{ 15 bugs high or critical

{x; EUR 137.000 paid

Eum

Free and Open Source Softw
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Bug bounties framework contract

« 3 vendors selected via public procurement tender:

&) INTIGRITI

ETHICAL HACKING PLATFORM

Deloitte. liackerone AR cconocom

 The Framework contract may be used by other DGs to organize their own bug bounties.

L% European Commission can test its open source software.



Hackathon on

May 4-5, 2019

37" Backathon on

== (FOSS HACKATHONS



Hackathons

Dedicated website: https://eufossahackathon.bemyapp.com/

]

PHP Symfony | 6-7 April

* 60 participants
e 230 issues addressed or resolved
* 900 references on Twitter

Awesome!

k you, Fabien and Nicolas a

—

11



https://eufossahackathon.bemyapp.com/

Hackathons

Apache Software Foundation | 5/6 May \APAC H E

.. L SOFTWARE FOUNDATION
« 30 participants from 5 communities

0 % N¥PLCAX ,«% A Karaf 99 Camel

Apache SpamAssassin

12



What else is inside EU-FOSSA 2?

New studies and innovations

S~=+ Updated inventories
* Reinforcing OSS Strategy
 [IPR and IT support study

* Improving Drupal’s security







Brand touchpoints

« Brand refresh - new logo and visual identity
* Website :
» Goodies

 Coordination of comms efforts on;
« Hackathons

mEU-m

Free and Open Source Software Auditing

* Bug bounties P o
. s i N
 Internal / external promotion [ ol L g
s A {f\_/
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Media interest

« Overwhelming coverage by media, both

technical and generalist publications

 Over 117 news articles published on
EU-FOSSA 2 in the past 5 months

» Content with the most successful
performance on DIGIT’s Twitter account

Joinup.eu @
"Software Security as a Civil right" Nikos Vaggalis wrote in i-piv,
quoting the scheme that Julia Reda pushes forward | bit Iy
#EUPL #Joinup

#loinupsnews

& Tia

dugir Twee!

Filezilla

Joinup_eu - 23 de jal

n

$1M In Bug
Bounties On Op ! .
| Nackers thica)’ ee and
Source Softway corves oo make iy, [
comPUte ,eak Into Eu -es  Max
\ B ety New Europe 20iw a’eas Part of .Drésd .
Grtorprien m ité dans
. Security projec, Mission uis 2012
Rewards range rté par la
each sec J”fogjqomjx4 000 10 ¢ 80,000 fo; [201_5. En
ur trois ans
aprés un
e 2017, une
P de sécurité
-~ e VLC, la
un @% anvier 2019
At des logiciels
. institutions

mAprih.

e g s

En janvier 2019, I'Union
auropéenne ouvre la

2Ub2IW #EUr
|-y

3, Roberto Galoppini @galoppini
@ 17 mins ago

romrnos| The @EU_Commission #EUFOSSA #BugBounty program is

making #opensource more secure. Cool.




EU-FOSSA 2 - the ultimate goal

* Improve security of open source
software

« EU institutions working with open source
software communities

* Make investment into the security of open
source software a permanent action of
the EU

= EU-FOSSA

17



Thank you!

Questions?

DIGIT-OSS-STRATEGY @ec.europa.eu

Free and Open Source Software Auditing l 8



